MEJATOT'AM OF UH®OPMAIIMOHHOM BE3ONMACHOCTHA

Korma peur 3axomutr 00 wuHpOpMAIMOHHONW O€30MACHOCTH, OOBIYHO MBI
HAYMHAEM JymMaTb O KOMIIBIOTEpax, CETSIX, MHTEepHeTe M Xakepax. Ho mns
o0pa3oBaTenpHOl Cpenbl Npo0iemMa CTOUT IIUMPE: B OrPaXKACHUM Yydyallerocs OT
uHpoOpMaIMK, KOTOpas MOXET HETraTUBHO TMOBIUATH Ha €ro (QopMUpPOBAHUE
U pa3BUTHE, TO €CTh O MPOMNAaraHjie pa3aIuyHON HAIIPaBICHHOCTH.

IonsiTue nHGOPMANUOHHOM 0€30MACHOCTH

[Ton wHpOpMaAIMOHHONW  O€30MAaCHOCTHIO  IOHMMAETCS  3alHMIICHHOCTh
MH()OPMAITMOHHOW CHCTEMBI OT CIYYailHOTO WJIM MPEIHAMEPECHHOTO BMEMIATEIbCTBA,
HaHOCAILETO yiepO BiIajeabliaM Wid MOJIb30BaTeNsIM HH(POpMALIIH.

Ha mnpaktuke BaXHEWIIUMH SBISIIOTCS TpPU AaclekTa HHQPOPMAIMOHHOM
0€30MaCHOCTH:
o JIOCTYMHOCTh (BO3MOXKHOCTb 3@ pa3yMHOE€ BpeMs IOJIYy4YUTh TpeOyemyro
UH)OPMAITMOHHYIO YCIIYTY);
e LEJOCTHOCTh  (aKTyaJbHOCTb W  HENPOTHUBOPEUYMBOCTh  HHPOpMAIUM, €€
3aIUIIEHHOCTh OT pa3pylIEeHUsI U HECAHKIIMOHUPOBAHHOTO U3MEHEHMS);
¢ KOH(UIEHIHAIBHOCTD (3alIUTa OT HECAHKIIMOHUPOBAHHOTO MPOUYTEHUS).

Hapyuienust TOCTYyNMHOCTH, LENOCTHOCTH U KOH(PUIAECHIMATBHOCTH UHPOpMalun
MOTYT OBITh BbI3BaHbI PA3JIMYHBIMH OIMACHBIMU BO3ACHCTBUSAMHU Ha UH(OPMAIIMOHHbIE
KOMITbIOTEPHBIE CUCTEMBI.

OcHOBHBIE YTPO3bl HH(POPMAIUOHHOH 0€30MaCHOCTH

CoBpemenHass WHGOpPMAIMOHHAs CHCTEMa MPEICTABIAET COOOM CIOXKHYIO
CUCTEMY, COCTOSIIIYI0O M3 OOJIBIIOr0 4YHCiIa KOMIIOHEHTOB pa3IM4YHON CTENEeHH
aBTOHOMHOCTH, KOTOpBbIE CBSI3aHbl MEXJIy COO00H M OOMEHHBAIOTCS JaHHBIMHU.
[IpakTHyeckn KaKJblii KOMIIOHEHT MOET MOABEPTrHYTHCS BHEIIHEMY BO3JIECHCTBHUIO
WIM BBIATHU U3 CcTposi. KOMIOHEHThI aBTOMATH3MPOBAaHHOW HH(POPMALMOHHOU
CUCTEMBbI MOXHO pa3OUTh Ha CJIEAYIOLIUE TPYIIIbI:

Annapamusie cpedcmea. OT0O KOMIIBIOTEpPbl M HMX COCTaBHBIE 4YacCTH
(mpoueccopbl, MOHUTOPBI, TEPMHUHAJBI, NEepUPEpPUITHbIE YCTPONCTBA — MPUHTEPHI,
KOHTPOJUIEPHI, KaOEJIH, TUMHUU CBSA3H U T.11.);

Ilpozpammnoe obecneuenue. 10 TPUOOPETCHHBIE NPOTPAMMBI, HCXOIHBIC,
OOBEKTHBIC, 3arpy30uHbl€ MOJYJIM; OIEpAallMOHHBIE CHUCTEMbl U CHCTEMHBIE
porpamMmsl  (KOMIIAJISATOPbI, KOMIOHOBIIMKH W Ap.), YTHWIUTBI, JHUArHOCTUYECKUE
IIporpammsl H T.1.;

/lannbvie, XpaHuMble BPEMEHHO U MOCTOSIHHO, Ha AMCKaX, (IAIIKaX, MeYaTHBIE,
apXWBbI, CACTEMHBIE )KYPHAJIBI U T.[.;

Ilepconan. 1lons3oBarenu, CHCTEMHBIE aIMUHUCTPATOPBL, TPOTPAMMHUCTHI U JIP.

OnacHble BO3JEHCTBUS Ha KOMIBIOTEPHYIO HHPOPMAIMOHHYIO CUCTEMY MOKHO
MOAPA3AEIUTh HA CIIy4alHbIE U MPEIHAMEPEHHBIE. AHAIN3 ONBITA IPOCKTUPOBAHUS,
M3rOTOBJIICHUS W OKCIUTyaTalud HWHQPOPMALMOHHBIX CHCTEM I[IOKa3bIBAET, YTO
uH(pOpMalUsl MOJABEPraeTCcsl Pa3jIMuHbIM CIy4ailHbIM BO3JIEHCTBUSM HA BCEX ATamax



LIMKJA KA3HU CUCTeMBl. [IpyunHamu Ciry4allHBIX BO3ZAEHCTBUM IIPU DKCILUIyaTallUH
MOTYT OBITb:

o aBapuiiHblE CUTyalldd W3-3a CTUXUHUHBIX  O€ICTBUM W  OTKIIOYEHUU
ANEKTPONUTAHHS;

¢ OTKa3bl U COOM armapaTyphl;

o OIIMOKHU B IPOrPaMMHOM OOECIICUECHHH;

o OIHKOKM B paboTe MepcoHana;

o TOMEXH B JIMHUSAX CBA3U M3-3a BO3ACHCTBUI BHELIHEN CPEBI.

[IpenHamMepeHHBIC  BO3ACHCTBUS — OTO  IICJICHANPABICHHBIC  JCHCTBHUSA
HapymuTenas. B kadecTBe HapyImuTeNsi MOTYT BBICTYHaTh CIYXKaIud, MOCETHUTEINb,
KOHKYPEHT, HaeMHUK. J[eWCTBHS HApYIIUTENs] MOTYT OBITh OOYCJIOBJICHBI Pa3HBIMU
MOTHBAaMHU:

e HEJOBOJILCTBOM CITY’>KaIllero CBOSH Kapbepoi;

e B3STKOM;

e JTIO0OOIIBITCTBOM;

¢ KOHKYpPEHTHOU 60pBHOOIi;

e CTPEMIICHHEM CaMOYTBEPIUTHCS JIFOOOM IIEHOM.

MO0>XHO COCTaBUTh TUIOTETUYECKYIO MOJIENb MOTEHIIUATLHOTO HAPYIITUTES:
o KBaTM(UKAIUSA HAPYIIUTENSI HA YPOBHE pa3pabOTUrKa TaHHONH CUCTEMBI,
e HapyIIHUTEJIEM MOXKET OBITh KaK TOCTOPOHHEE JIUIIO, TAK U 3aKOHHBINA IMOJIH30BATEITh
CUCTEMBI,
¢ HApYIIUTEIIO W3BECTHA UH(MOPMAIIUS O MIPUHIUIIAX PA0OTHl CUCTEMBI,
e HapyIIUTENb BEIOMpaeT Hauboiee caaboe 3BEHO B 3aIlUTE.

Haubonee pacmpocTpaHeHHBIM ¥ MHOTOOOpA3HBIM BHUJAOM KOMITBIOTEPHBIX
HAPYLICHUN SBJISIETCS HECAHKIMOHUPOBAHHBIM JOCTyN. HecaHKIMOHUpPOBaHHBIN
JOCTYIl HKCIONBb3YyeT 00y OIMOKY B CHUCTEME 3allUuThl U BO3MOXEH IpHU
HEpalMOHAJILHOM BBIOOpPE CPEICTB 3alllUThI, MX HEKOPPEKTHON YCTAaHOBKE W
HaCTpPOMKE.

[IpoBenem kiaccuukanvio KaHAJIOB HECAHKIMOHUPOBAHHOIO JIOCTYMa, IO
KOTOPBIM  MOXHO  OCYIIECTBUTh XHWILIEHUE, HW3MEHEHHE WJIH YHUYTOXKEHUE
uHbopmaIuu:

Yepes uenosexa:

e XWUILIEHUE HOCUTENEeH NH(POPMALINY;
e UTeHHE MH(OPMAIUU C IKpaHA WIIN KIIABUATYPHI;
e YTeHHUE MH(}OPMAIUU U3 PaCIeUaTKH.
Yepes npozpammy:
o IIEpeXBaT IapoJeu;
o Jnemu(poBKa 3amMPpoBaHHON UH(OPMALIY;
o KONMHMPOBaHHUE UH(POPMAILIUU C HOCUTEJIS.

Yepes annapamypy:

o TOJKIIOYEHHUE CIECHHUATBHO pa3pabOTaHHBIX aNMapaTHBIX CPEICTB,
o0OecneunBaroIMX JOCTYI K HH(OpMaLUu;

o TIepexBaT MOOOYHBIX  BJIEKTPOMArHUTHBIX  HU3IYYEHUH  OT
armnaparypsl, JUHUN CBSI3U, CETEU SJICKTPONIUTAHUS U T.1I.



Oco00 crenyer OCTAaHOBUTBCA Ha YIrpo3ax, KOTOPbIM MOTYT IHOJBEpraThCs
KOMIIbIOTEepHBIE ceTH. OCHOBHAst 0COOEHHOCTD 000N KOMIIBIOTEPHON CETH COCTOUT B
TOM, UTO €€ KOMIIOHEHTBI paclpeesieHbl B IpocTpaHcTBE. CBsI3b MEXY y3J1aMU CETU
OCYILECTBISAETCS (PU3UUECKU C TOMOIIBIO CETEBBIX JUHUM U MPOTPAMMHO C TOMOUIBIO
MexaHu3ma coobOmeHuid. Ilpu »TOM ympaBisomme CcooOLEHUsT U JaHHbIE,
[EepechbUlaeMble MEXIYy Y3JaMH CETH, IEepeAaroTcsl B BHUJE MAKETOB OOMeEHa.
KoMneloTepHble CE€THM XapaKTepHbl TEM, UYTO MPOTHUB HUX MPEIIPUHUMAIOT TaK
Ha3bIBa€Mble yJaJ€HHbIE aTaku. Hapymurenb MOXET HaXOOUThCS 32 THICAYH
KAJIOMETPOB OT aTaKyeMOIo 0OBEKTa, IPU 3TOM HANaJCHUIO MOXKET MOABEPraThCs HE
TOJIbKO KOHKDPETHBIM KOMIBIOTEP, HO U MHGOpMAaIUs, MEpelaroascs Mo CETeBbIM
KaHajaM CBSI3U.

Obecneyenne nHGOPMAIMOHHOM 0€30MIACHOCTH

dopmupoBaHue pexnma HHOOpPMALMOHHOW Oe3omacHocTH — mpoliema
KOMILIEKCHas. MephlI 1o ee peIeHUI0 MOXKHO MOAPA3eNIUTh Ha ISTh YPOBHEM:
1. 3akonooamenwvnpiii . IT0 3aKOHBI, HOPMATUBHBIE AKThl, CTAHIAPTHI U T.II.

HopMmartuBHo-nipaBoBas 06a3a onpeaensonas nops 10K 3aliThl HHPOpMaIUu:

2. Mopansno-smuueckuii. BceBO3MOKHbIE HOPMBI MOBEACHUS, HECOOIIOACHHE
KOTOPBIX BEIET K NAJCHUIO MPECTUX)a KOHKPETHOIO YEJIOBEKAa WIH IeJI0N
OpraHu3aLMH.

3. Aomunucmpamuenuuii. JIefictBusi o011ero xapakrepa, NpeANpUHAMAEMBbIC
PYKOBOJICTBOM OpraHu3aiuu. TakuMu JOKYMEHTaMH MOTYT OBITh:

o INPHUKA3 PYKOBOAMUTENS O HAa3HAYEHUM OTBETCTBEHHOro 3a  oOecreueHue
nH(}OpPMAIMOHHON 0€30MaCHOCTH;

o JIOJDKHOCTHBIE OOSI3aHHOCTH OTBETCTBEHHOI'O 3a oOecrieueHre HMHQPOPMAIMOHHOM
0e30I1aCcHOCTH;

e IEpeueHb 3alIUIIAEMbIX HTHPOPMAIIMOHHBIX PECYPCOB U 0a3 TaHHBIX;

o UHCTPYKLHIO,  ONpPENESAIONIyl0  MOPSAOK  MpefocTaBlieHUs  MHGOpMaluu
CTOPOHHUM OpraHu3alysM [0 MX 3alpocaM, a TaKKe IO MpaBaM JOCTyIlla K HeHl
COTPYIHHMKOB OpraHU3aLUH.

4.  Q@u3uueckuii. MexaHU4eCKUE, DJIIEKTPO- U  AJIEKTPOHHO-MEXAHUUYECKHE
MPENSTCTBUSA Ha BO3MOKHBIX MyTSAX MPOHUKHOBEHMSI MOTEHIIMAIbHBIX HAPYIIUTEIEH.

5. Annapammno-npozpammmuslit (3J€KTPOHHBIE YCTPOMCTBA U CHELHUATbHBIC
MPOrpamMMBbl 3aIUThl HH(OPMAIUN).

[IpunsiTeie Mepbl MO CO3AaHHI0 O€30MacHOM HMHPOPMALMOHHON CHUCTEMBI B
LIKOJIE:
o OOecrneueHa 3ammTa KOMIBIOTEPOB OT BHEUIHMX HECAHKIIMOHUPOBAHHBIX
BO3/JICHCTBUI (KOMITBIOTEPHBIE BUPYCHI, JOrMUYEeCKre O0OMOBI, aTaKu XaKepoB U T. 1.)
o YCTaHOBJICH CTPOTHM KOHTPOJb 3a JIEKTPOHHOU IMOYTOM, 0OSCIICUCH IMOCTOSHHBIN
KOHTPOJIb 32 BXOJAIIEH U UCXOIAIIEN KOPPECTIOHAECHIIUEH.
o YCTaHOBJIEHBI COOTBETCTBYIOILINE MMAPOIU Ha nepcoHanbHble 11K,
o Hcnonb3oBaHbl KOHTEHT-QUIBTPHI, 75 (GUIBTPALIMHU CAUTOB MO UX COAEPKUMOMY.

EnvHasi COBOKYIMHOCTh BCEX ATHX MEp, HANpPaBJIICHHBIX Ha MPOTHBOACHUCTBUEC
yrpo3aM O€30MacHOCTH C LENbI0 CBEIECHUS K MHHHMYMY BO3MOYKHOCTH yIiepoa,
00pa3yoT CUCTEMY 3aILUTHI.



CrienuanvcThl, UMEIONE OTHOIICHHE K CHUCTEME 3alllUThl JOJKHBI TOJHOCTHIO
MIPEACTABIATh ce0e MPUHITUIBI €€ (DYHKIIMOHUPOBAHUS W B CIydae BO3HUKHOBEHUS
3aTPYJHUTEIBHBIX CUTYalllil aJleKBaTHO Ha HUX pearupoBaTh. [lox 3ammToi momkHa
HAXOJIUThCS BCS CUCTEMa 00paboTKH HH(pOpMaITIH.

Jluna, 3aHMMarommecss oOecrnedeHrueM HWH(OOPMAIIMOHHOW  OE€30IMMacHOCTH,
JTOJKHBI HECTU JIMYHYIO OTBETCTBEHHOCTb.

Hagexxnas cucrema 3amuThl JODKHA OBITh MOJHOCTHIO MPOTECTUPOBAHA H
corjlacoBaHa. 3allluTa CTaHOBUTCS Oosiee >(P¢peKTHBHONM U THOKOH, eciau OHa
J0IyCKAaeT U3MEHEHHE CBOUX NTapaMeTPOB CO CTOPOHBI aIMUHUCTPATOPA.

B 3axirodueHne cBOETo J0KJIaaa X0TeJI0Ch Obl JaTh HEKOTOPHIE PEKOMEHIAIINH TI0
opraHu3anuu padboTel B MHGOOPMAIIMOHHOM IPOCTPAHCTBE, YTOOBI yOepeub cebs u
CBOMX OJIM3KUX OT MHTEPHET-TIPECTYITHUKOB.

PexoMeHgamuu 1mo  opraHu3anud  padorel B MHGPOPMAIHOHHOM
NMPOCTPAHCTBE

1. Ilepen Hauamom pabOThl HEOOXOIUMO YETKO C(HOPMYIUPOBATH 11€JIb U BOIIPOC
noucka nHpopmaiuu.

2. XKenartenbHo BBIPAOOTATh ONTUMAJIBHBIN aNTOPUTM IMOUCKA WHGOPMAIMU B
cetu IHTEpHET, YTO 3HAUYUTEIIBHO COKPATHUT BPEMS U CUJIbI, 3aTPAYEHHBIE HA MTOUCK.

3. 3apaHee yCTaHOBUTh BpeMEHHBIM JUMHUT (2-3 dyaca) paOOThl B
MH(POPMAITMOHHOM IIPOCTPAHCTBE (IPOCMOTp Teenepeaaun, urenue, Miarepuer).

4. Bo Bpems paOOThl HEOOXOAUMO JIeNaTh NepepbiB HA 5-10 MUHYT AJisl CHATUA
(bu3MYECKOT0 HAMPSKEHUS U 3pUTEIBHON HArpy3KHu.

5. Heo6xoaumo 3HaTh 3-4 ynpa>KHEHUS IJIs1 CHATHS 3pUTEILHOTO HAMPSHKEHUS U
(r3MYECKON yCTaNOCTH.

6. Paborarb B XOpOUIO NPOBETPEHHOM IOMELIEHUHU, MPU ONTUMAJIHLHOM
OCBCIIICHUH H B yJI00OHOM 1103¢.

7. He cTOUT JIETKOMBICIIEHHO OOpamiaThCsi CO CraM-TTUCbMaMHU U 3aXOJUTh Ha
HeOe3onacHble BeO-cailThl. [[s MHTEpPHET-NPECTYMHUKOB Bbl CTAHOBUTECH JIETKOM
T00bIYEH.

8. IIpu peructpaiuy B COLIMATIBHBIX CETSIX, HE YKa3bIBAUTE CBOU MEPCOHAIBHBIE
JaHHbIC, HAITPUMED: aAPEC WU JE€Hb POKICHUS.

9. He ucnonb3yiTe B JTOTHHE WIK NapoJie NEPCOHATbHBIE TaHHBIE.

10. Bce 3T0 mO3BONSIET MHTEPHET-NPECTYITHUKAM MOJIYYUTh AAHHBIE JOCTYyNa K
aKKayHTaM »>JIEKTPOHHOM TMOYThl, a Takxke uHuimposarh nomamnue [IK pis
BKJIFOYEHUS UX B 00T-CETh WJIU I MOXUIIEHHUS] OaHKOBCKUX JAHHBIX POAUTEIIECH.

11. Coznmaitite coOcTBeHHBIN MNpodib Ha KOMIBIOTEpE, YTOOBI 00€30MacuTh
uH(}OpMAIUIO, XPAHSIIYIOCS Ha HEM.

12. He 3a0biBaiiTe, uto (hakThl, 0 KOTOPHIX BbI y3HaeTe B MHTepHeTe, HY>KHO
OYEHb XOPOIIO MPOBEPUTh, €CJIM BBHIOYAETE HMCIOJIB30BaTh UX B CBOEH JOoMaliHen

4



pabote. llemecooOpa3HO CpaBHUTH TPU HCTOYHMKA WH(POpPMALUU, TMPEKAEC UYEM
PEIINTh, KAKMM HUCTOYHUKAM MOYKHO JIOBEPSITh.

13. O nocroBepHocT MHGOPMAIIMU, IOMEIIEHHOW Ha CaiTe MOXXHO CYJIUTh IO
caMOMY CaiTy, y3HaB 00 aBTOpax caiTa.

14. Pazmernias uadopmaiuio o cedbe, cBOMX OJIM3KUX M 3HAKOMBIX Ha CTpaHHIIAX
COLMAJIBHBIX CeTel, CIpPOCUTE MpEeABAPUTEIBHO pa3pelleHue y TeX, 0 KoM OyJeT 3Ta
uHpOopMaIusl.

15. He crnemgyer pa3memiath Ha CTpaHULAX BeO-callToB cBou (ororpaduu u
dororpaduu cBoux OJM3KUX W 3HAKOMBIX, 32 KOTOPHIE BaM IOTOM MOXET OBITh
CTBIIHO.

16. CoOmionmaiiTe mnpaBuia STUKM NOpu oOuieHuun B MHTepHere: rpy0OCTh
IIPOBOLIMPYET IPYTUX HA TAKOE K€ MOBEJCHUE.

17. Hcnonb3ys B cBoed paboTe MaTepuasl, B3ATbIA M3 HH(YOPMALMOHHOIO
UCTOYHUKA (KHUTa, NepHoAMYecKas IedyaTb, VIHTEpHET), ciedyeT ykKa3aTb 3TOT
HMCTOYHUK MH(OpPMALMKU WM CHENaTh Ha HETO CChUIKY, €CIM MaTepuaji ObLl BaMu
nepepadoTaH.



